Abstract-Mobile ad hoc networks (MANETs) are known to be unprotected due to the nature of message propagation and the openness of public channel. Another important characteristic of MANETs is their being basically energy constrained. While it is known that symmetric key cryptography provides a high degree of secrecy and efficiency, but has a number of significant difficulties for the MANET domain in key distribution, key management, scalability and provision of non-repudiation. Public key cryptography (PKC) on other hand provides solutions to the problems inherent in symmetric key cryptography with authenticated key agreement protocols. However the constraints of MANETs such as mobility of nodes, lack of network services and servers make such a proposition difficult. In this paper, we propose a PKC based new energy efficient twoparty mutual authenticated key agreement protocol suitable for MANETs. Its security is based on the elliptic curve discrete logarithm assumption. We provide proof here for the security of the proposed protocol and show its relative better performance when compared with other relevant protocols.
I. INTRODUCTION
Infrastructure-less networks such as mobile ad hoc networks (MANETs) appear to be more appropriate for communication in hostile environment due to its autonomous property. However, from a security point of view, MANET is vulnerable as various security attacks against such kind of network can be more easily performed than against a wired network. As MANET nodes are autonomous, each node should be self competent enough to prove its authenticity as well as to verify the authenticity of the node to which it communicates without the assistance of any external infrastructure. Moreover, a node should be capable enough to establish security tunnels among themselves to achieve communication privacy. Through symmetric cryptography, security tunnels can be established among communicating nodes in MANETs to have energy efficiency. Key pre-distribution is one of the solutions for distributing symmetric secret keys among MANET nodes, but it has scalability and key maintenance problems. Therefore, the design of PKI based absolute authenticated two party key agreement protocol can enable each MANET node to be self competent.
Key agreement protocols are fundamental building blocks for ensuring authenticated private communications between participating entities over an untrusted network [1] . A key establishment (agreement) protocol allows two or more entities to establish a shared key for encrypted communications over an insecure network. A two-party key agreement protocol is used to establish a common key between two principals. Both principals contribute some information to derive the shared session key. The first key agreement protocol was proposed by DiffieHellman in 1976 [2] . However, the protocol does not enable authentication of the two principals and thus it is susceptible to active attack such as man-in-the-middle attack.
In general, authenticated key agreement protocols require entity authentication and key agreement to be appropriately linked to assure that the session key is established only between the intended principals. Therefore, it is more applicable for MANET environment [3] . Two party authenticated key agreement protocol has certain properties such as known key security, perfect forward secrecy, key compromise impersonation, unknown key share, implicit key authentication, key confirmation and explicit key authentication which need to be satisfied while designing a protocol for efficacy. Therefore, the design of energy efficient two party authenticated key agreement protocol is essential for MANETs since these properties help MANET nodes in ensuring the completeness of the protocol purpose and thus, this type of protocol makes MANET nodes self competent in the absence of infrastructure.
Several authenticated key agreement protocols [4] - [13] , [18] have been proposed in the literature, but most of them have been cryptanalyzed for their vulnerabilities and some of them have been enhanced to overcome the identified vulnerabilities.
Majority of the authenticated key agreement protocols [8] , [11] , [12] , [23] are susceptible to key compromise impersonation attack. Long term secret key compromise can lead to undesirable consequences at least until the corrupted principal discovers that his/her key was compromised. A secure key agreement protocol needs to be resilient to key compromise impersonation (KCI) attack since this security attribute is also related to party corruption. This motivates us to come up with a new efficient and KCI-resilient two-party authenticated key agreement protocol for MANETs.
The rest of the paper is organized as follows. Related works are briefly discussed in Section II. Fundamental algorithmic problems, notations, assumptions and description of the proposed protocol are given in Section III. Section IV presents correctness of the protocol, security analysis with respect to key agreement properties and possible attacks. Performance comparison with respect to computational cost among our proposed scheme and other related schemes is given in Section V. Finally we conclude the paper in Section VI.
II. RELATED WORK
Generally authenticated key agreement protocols are based on various cryptographic techniques like identitybased cryptography, elliptic curve cryptography, etc. In turn, key agreement is based on RSA as well as DiffieHellman problem. Kumar et al. [4] have proposed elliptic curve cryptography based authentication and key agreement protocols for server and client environment. Their protocol does not address key compromise impersonation and full forward secrecy. M.A. Strangio [5] has proposed a password authenticated key exchange protocol. The ECMQV protocol [23] is efficient, but it does not prevent key compromise impersonation attack.
Saeedina [7] has proposed an improved key exchange protocol based on Gunther's protocol [6] which in turn has been improved by Hsieh et al. [8] . Tseng et al. [9] have showed that [8] is vulnerable to key compromise impersonation attack. Later in 2009, Holbl and Welzer [10] have proposed two improved two-party identitybased authenticated key agreement protocols based on [8] . First protocol of [10] is immune against KCI of [8] . Second protocol of [10] is an enhancement of [9] .
Wang et al. [11] have proposed an improved identitybased key agreement protocol. However, it does not support key compromise impersonation. Strangio [12] has proposed an efficient two-pass Elliptic Curve DiffieHellman key agreement protocol (ECKE-1) and it provides public key authentication and ensures explicit key agreement between communicating nodes. In addition, it has been claimed that the protocol satisfies all desirable attributes of a key agreement protocol. Later, Wang et al. [13] have found the vulnerability of [12] to KCI attack through cryptanalysis and have further proposed an improvement over ECKE-1, has resulted as ECKE-1N, which is KCI resilient. Strangio has revised his protocol [12] and has proposed its KCI-resilient version ECKE-1R [18] at the expense of increased computational overhead.
III. THE PROPOSED PROTOCOL
In this section, we present some fundamental algorithmic problems required for security analysis of our scheme, the set of notations that we make use of them in our scheme and then give description and significance of the proposed hybrid crypto token used in our scheme. Finally, we describe our proposed protocol.
A. Fundamental Algorithmic Problems

1) Discrete logarithm problem:
The discrete logarithm problem (DLP) is as follows: given an element g in a finite group G whose order is n, that is, n =| G | and another element h ∈ G, find an integer x such that g x = h (mod n). It is relatively easy to calculate discrete exponentiation g x (mod n) given g, x and n, but it is computationally infeasible to determine x given h, g and n, when n is large.
2) Computational Diffie-Hellman problem: The computational Diffie-Hellman problem (CDHP) is as follows: given a multiplicative group (G, ·), an element g ∈ G having order n, and g a mod n, g b mod n, find g ab mod n. It is computationally infeasible to determine g ab mod n given g, n, g a mod n and g b mod n, when n is large.
B. Notations
We use the following notations shown in Table I for describing our proposed protocol.
C. Description and Significance of the Proposed Hybrid Crypto Token
In the proposed approach, we assume that all MANET nodes obtain hybrid crypto token from resourceful TTP in registration phase. The purpose of hybrid crypto token is same as public key certificate. Therefore, hybrid crypto token is used by communicating nodes for ensuring their authenticity in active network phase. Based on the results of Potapally et al.'s experiment [14] we propose hybrid crypto token for achieving computational efficiency. The Random nonce generated by node B significance of hybrid crypto token lies in its architecture which uses two different cryptographic primitives such as 1) ECC (Key pair of MANET node is based on ECC) and 2) RSA (Key pair of TTP is based on RSA) and hence it is known as hybrid crypto token. The proposed hybrid crypto token is shown in Table  II . In this token, ECC-based public key of a MANET node is being signed by RSA-based private key of a TTP, whereas in normal digital certificates, the key pairs of both MANET node and TTP are based on same cryptographic algorithm. Hence both the public key of a MANET node and the private key of the TTP are based on same cryptographic algorithm.
In the active network phase of the proposed protocol, mutual authentication between the communicating nodes is achieved by mutually verifying their hybrid crypto tokens issued by TTP, explained in steps 1 and 3 of the next subsection D. This is carried out by verifying the digital signature of the hybrid crypto token with the public key of TTP using RSA verification algorithm. In the case of non-hybrid token, we use either RSA or ECC primitives for generating the digital signature of the hybrid crypto token. If we use RSA primitives alone in the proposed protocol, only hybrid crypto token verification process consumes less energy. As per Figure 1 , the remaining key agreement process performs signature generation and verification operation twice. This process consumes more energy in RSA based token over ECC based one, since RSA signature generation is energy intensive than ECC. If we use ECC primitives alone in the proposed protocol, hybrid crypto token verification process consumes more energy, since ECC verification is energy intensive than RSA. Hence we take the advantage of both ECC and RSA by proposing the hybrid crypto token.
In brief, signature on the hybrid crypto token is generated once by TTP in registration phase and verified as and when required in active network phase. Therefore, in our protocol, expensive RSA signature generation is employed at resourceful TTP side to generate hybrid crypto tokens. Less intensive ECC primitives are employed by handheld nodes in active network phase. Table  III shows the energy ratio of the signature generation and verification operations with respect to proposed hybrid token. From this table, it is clear that hybrid crypto token requires less energy consumption over non-hybrid tokens.
D. Description of our Two-Party Authenticated Key Agreement Protocol
We consider two different phases in the proposed protocol as follows:
• Registration Phase: In this phase, we consider a TTP known as certifying authority issues a certificate which we refer to as hybrid crypto token to the registered MANET nodes. This is used in the active phase for authenticated key agreement. TTP is not involved during the active phase of the network except in the initial registration phase. During the registration phase, we propose to use RSA primitives, especially for computing digital signature (Thumbprint field of Table II ) during the generation of hybrid crypto tokens at CA. Therefore in hybrid crypto tokens, ECC based public key of a MANET node is being signed by RSA based private key of a TTP/CA. • Active Phase: During the active phase of the network, communicating principals may not be connected with the TTP due to geographical separation. In this phase, to conserve the energy of the resource constrained MANET nodes, we propose to use ECC based public key cryptographic primitives for generating key pair and symmetric key among MANET nodes and also for generating and verifying signatures during authenticated key agreement process. The detailed steps for the proposed two-party authenticated key agreement protocol are as follows.
• Step 1: Based on the reception of node B's beacon, node A verifies its hybrid crypto token and sends an authentication request message to node B. • Step 2: Node A selects r A randomly, where 1 ≤ r A ≤ q − 1 and then computes Q A = r A · P . Node ||RN A ||RN B ) ).
• Step 7: Node A finally compares computed HM AC A with received HM AC B for integrity check. If integrity check holds, as an initiator node A ensures the successful execution of the authenticated key agreement protocol with node B.
Here sig A (m) is the signature on message m generated using the long-term private key a of the user A.
• Step 9: When node B receives the acknowledgment from node A, B verifies A's signature sig A (RN B ||HM AC A ) using the public key of node A. If the signature verification holds, it then checks whether the received RN B is equal to its previously generated RN B and the received HM AC A is equal to its previous HM AC B . If these hold, B also ensures the successful execution of the authenticated key agreement protocol with node A. In this way, both nodes A and B use the secret key for future secret communications. In summary, our protocol is briefly described in Figure 1 .
IV. ANALYSIS OF THE PROPOSED PROTOCOL
In this section, we prove that in the proposed protocol, only the intended communicating principals generate the symmetric secret key using the exchanged public parameters and their own private keys through relevant mathematical proofs.
A. Correctness of the Proposed Protocol
In this subsection, the correctness of our proposed protocol are derived as follows. Theorem 1: The proposed protocol ensures that the intended communicating nodes establish the identical session key at its end. Proof: The correctness is verified as follows:
Generates sig B (m) = (r, s). Proof: From Theorem 1, it follows that SK AB = SK BA . Now,
ARep(m, sig
As an originator of the proposed protocol, node A ensures authenticity of node B since HM AC A = HM AC B holds.
B. Security Analysis of the Proposed Protocol
Followings are the important security attributes [3] , [17] of a key agreement protocol. This section investigates the design compliance of the proposed protocol with respect to the following security attributes.
1) Security analysis against security attributes of an authenticated key agreement protocol:
• Key security: The adversary is unable to compute the session key established by two honest parties in a run of the protocol assuming the intractability of the computational Diffie-Hellman problem (CDHP) in the underlying group.
• Known-key security: Each run of a key agreement protocol between a specific pair of MANET nodes A and B should produce a unique session secret key. This property ensures that when the protocol has known key security the knowledge of previous session keys does not allow an adversary to compromise other previous session keys or future session keys.
Suppose that an adversary knows a previous session key derived as
between node A and B and suppose there is another key established between the same nodes which is SK2 AB = H((r A2 + a)(
). SK1 AB is the product of two terms. One of the terms is a sum of long term and ephemeral private key values and the other term is the sum of long term and ephemeral public key values. The adversary with known previous session key has a negligible probability to compute the present as well as future session keys, since session keys are uncorrelated. Hence the proposed protocol can withstand known-key attack.
• Perfect forward secrecy: This property ensures that the compromise of the long term private keys of one or more entities does not lead to the compromise of previously agreed session keys established by honest entities in the presence of a passive adversary.
Suppose the long term secret keys a and b are disclosed and the adversary tries to compute the key
Here forward secrecy is achieved by means of the term r A r B P . However, in order to compute the session key, adversary needs the knowledge of ephemeral private keys r A and r B . Solving Q A and Q B in order to get r A and r B is equivalent to solving elliptic curve discrete logarithm problem (defined in Definition 1). Therefore, the proposed protocol satisfies perfect forward secrecy.
• Key-compromise impersonation: When an adversary compromises long term private key a of node A, then an adversary can, of course, impersonate node A. However, a protocol is said to be resistant to key compromise impersonation attack after capturing long term private key a of node A, if an adversary cannot impersonate other entities to node A in a key agreement protocol and obtain the resulting session secret key. For example, an adversary E which has the knowledge of long term private key a of node A at hand, attempts to establish a valid session key with A by masquerading as another legitimate entity say B. Note that key compromise impersonation attack represents a serious threat since a party may not be immediately aware that his/her private key is compromised.
A detailed description of the KCI attack scenario is examined with respect to proposed protocol. Lets assume E(B) denotes that adversary E is impersonating B to node A. E(B) has the knowledge on the following:
-E(B) intercepts Q A , RN A and relays it to B without modifications. -E(B) intercepts ARep(m, sig B (m) sent from node B to node A. -Suppose the attacker E(B) computes Q E(B) = e·P -P ub B for some random e ∈ [1, q−1]. Then E(B) can easily compute the secret key shared with node A, SK EA using node A's private key a and the known knowledge mentioned in Table  IV as
. Possibilities of KCI attack on the proposed protocol is detailed in Figure 2 . -Thus, E(B) can replace Q B and HM AC B in the message with Q E(B) and HM AC E(B) . Let the modified message be m
However, E(B) cannot compute sig B (m ′ ) on the modified message m ′ on behalf of node B as E(B) does not know the node B's long-term private key b. As a result, E(B) does not have any ability to change B's transmitted message sent to node A. Therefore, impersonating B to A even after knowing the long term secret key a of node A is impossible by the adversarial node E and thus proposed protocol is resilient against KCI.
• Unknown key-share (UKS): A key agreement protocol is resistant to unknown key-share attack if a node cannot be coerced into sharing a session key with a different node rather than the one intended without their knowledge. For example, node A cannot be coerced into sharing a key with node B when in fact node A believes the key is shared with node C. Proposed protocol achieves strong partnering as the symmetric key calculation includes the identities ID A , ID B of the participating nodes A and B along with the random numbers RN A , RN B generated at their end. As per the proposed protocol, a confirmation message is sent from node A to node B by sending
Confirmation message includes a HM AC A , which is computed using the generated symmetric secret key SK AB and a signature computed over m = RN B ||HM AC A using private key a. Verification of sig B (m), sig A (RN B ||HM AC A ) at node A and B confirms the generation of same symmetric key and thus the proposed protocol prevents unknown key share attack.
• Implicit key authentication (IKA): Because of this property, a communicating node say A is sure that no other node besides a specific second node say B can learn the value of a particular session secret key. Note that the property of implicit key authentication does not necessarily mean that A is assured of B actually possessing the key. Node A initiates the protocol by sending the AReq (T oken A , Q A , RN A ) which is destined to node B. According to the protocol design, except intended communicating nodes (i.e., A and B) no other node can derive the particular session secret key. Nodes A and B ensure the generation of the symmetric secret key SK AB by verifying the signatures
Generates sig B (m) = (r, s).
However, E cannot compute the signature sig B (m ′ ) on behalf of B using B's private key b. respectively.
• Key confirmation (KC): Because of this property, the intended communicating parties can ensure that they have actually computed the session secret key. In the proposed protocol, after the successful execution of the two-party authenticated key agreement protocol, nodes A and B ensure the successful key agreement.
• Explicit key authentication: A key establishment protocol is said to provide key confirmation if entity A is assured that the second entity B can compute or actually computed the session key. If both implicit key authentication and key confirmation are provided, then the key establishment protocol is said to provide explicit key confirmation. As per our analysis, the proposed protocol satisfies key confirmation and implicit key authentication and thus it also satisfies explicit key authentication. 2) Security analysis against possible attacks: In this subsection, we prove that our proposed protocol is secure. An attacker cannot obtain the established session secret key by eavesdropping the messages transmitted over the public channel. We need a security assumption to prove this. Here, we adopt the ECDLP and the collision resistance property of one-way function to prove the security of our protocol. Several works have proved the security of the ECDLP [15] , [16] , [19] , [22] and is defined as follows.
Definition 1:
Let E p (a, b) be an elliptic curve modulo a prime p: y 2 = x 3 + ax + b (mod p). Given two points P ∈ E p (a, b) and Q = kP ∈ E p (a, b), for some positive integer k. Q = kP represents the point P on elliptic curve E p (a, b) is added to itself k times. The elliptic curve discrete logarithm problem (ECDLP) is to determine k given P and Q. It is relatively easy to calculate Q given k and P , but it is computationally infeasible to determine k given Q and P , when the prime p is large.
Theorem 3:
Under the above assumption of ECDLP , the proposed two party authenticated key agreement protocol is secure. An attacker cannot obtain the established session key by eavesdropping the messages transmitted over the public channel.
Proof:
If an attacker needs to compute the session key SK AB computed between nodes A and B, he/she needs to find out the long term private key a(b) and ephemeral private key r A ( r B ) of either node A or node B from the exchanged transcripts (T oken A , Q A , T oken B , Q B , HM AC B ). Computing a(b) from P ub A (P ub B ) is equivalent to solving the elliptic curve discrete logarithm problem (ECDLP). Theorem 4: Under the above security assumption, the proposed protocol achieves mutual authentication and key agreement between the sender (node A) and the intended receiver (node B).
As per the protocol design, authentication response from node B includes sig B (m) which is signed by node B's private key b. Therefore verification of sig B (m) at node A using B's public key P ub B ensures the binding of b with P ub B and thus authenticates node B and confirms that the symmetric secret key generation at node B. Confirmation message from A to B incorporates sig A (m) which is signed using node A's private key a. Successful verification of sig A (m) using node A's public key P ub A ensures the binding of private key a with pub key P ub A . In addition to that, node B ensures the generation of symmetric secret key at node A. Therefore, the proposed protocol ensures mutual authentication and key agreement between communicating principals.
V. PERFORMANCE COMPARISON WITH RELATED SCHEMES
In this section, we compare the computational overhead of the proposed protocol with ECKE − 1 [12] , ECKE − 1N [13] , ECKE − 1R [18] and M QV [23] . The computational overhead is measured in terms of number of energy intensive operations such as scalar multiplications, signature generation and verification used in the protocols. Table V presents the computational overhead of the proposed protocol with the existing ECC based two party authenticated key agreement protocols [12] , [13] , [18] , [23] . In the first column of this table, figures within the brackets represent computational overhead without precomputation and figures outside the brackets represent with pre-computation. Moreover, our protocol employs RSA based signature verification for validating the Token obtained from TTP. However, it is less energy intensive compared to scalar multiplication and ECC based signature verification operations. Therefore, we do not consider RSA based signature verification as part of computational overhead calculation.
The proposed protocol satisfies common security properties of a two party authenticated key agreement protocol such as known key security, perfect forward secrecy, key compromise impersonation resilience, unknown key share, implicit key agreement, key confirmation and explicit key confirmation. In the proposed protocol, key confirmation is achieved at both communicating parties whereas in other protocols key confirmation is achieved at one end. Overall, we conclude that the proposed protocol is efficient compared with the existing protocols [12] , [13] , [18] , [23] .
VI. CONCLUSION
In this paper we have proposed a new two-party authenticated key agreement protocol for mobile ad hoc networks, based on the mix of ECC and RSA. This hybrid cryptographic approach requires less computational overhead and its suitability for authority based MANET architecture has been proved through our protocol design. Proposed hybrid crypto token offers increased level of security, compared with that of other protocols. Moreover, the proposed protocol is scalable and has better tradeoff between computational overhead and security, compared to the existing protocols. These advantages make the proposed protocol appropriate for securing MANET communication scenarios. In addition, our proposed protocol provides mutual authentication between two parties in order to establish a symmetric secret key shared between them.
